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You have probably noticed 
we are busy repainting fire 
hydrants throughout Spencer. 
The painting is completed 
with a two-step process 
with the primer being white 
followed by yellow paint. 
This is one of the many 
maintenance projects to keep 
providing quality water to the 
community of Spencer.

Earlier this year we celebrated 
25 years of municipal 
communications and we 
are looking forward to the 
next 25 years and providing 
the best technology for our 
customers. We are continuing 
to convert customers to our 
new TV platform, Ultimate TV. 
If you haven’t been converted 
yet, please contact our office 
so we can find a time to get 
you scheduled to avoid an 
interruption in service. We 
look forward to continuing to 
provide great communication 
services to our customers!

Wi-Fi Security, Explained.
Almost every week, we hear that yet another company has been 

“hacked”. Somebody has broken into their data networks and 
stolen valuable private information like the personal identification, 
credit card and banking information of their customers.

But it’s not just large organizations that get attacked. If you have 
Wi-Fi in your home, you also have a data network and you could be 
vulnerable, too.

Why would anyone bother targeting my small Wi-Fi network?
If you bank and shop online, a lot of your own confidential data travels over your network. You 
may also keep private information on the computers, phones or tablets that you use to connect 
to your Wi-Fi. If your Wi-Fi isn’t secure, all that information could be targeted.

Finally, other people may try to use your Wi-Fi simply to avoid paying for their own. You may 
think this isn’t an issue if your Internet plan has unlimited data, but having too many devices 
connected to your Wi-Fi network can slow it down dramatically.

What kind of security should I have on my network?
In your home, you have a gateway (also known as a router, modem or access point) that you use 
to connect to the Internet. Most devices offer a choice of three ways to secure your network:

1. MAC Filtering: Every device in the world that’s capable of connecting to a Wi-Fi network 
has a unique Media Access Control (MAC) address (sometimes also called a Wi-Fi address), 
in exactly the same way as you have a unique street address. No two devices have the 
same MAC address, so theoretically, you could tell your network only to connect devices 
you know. However, manually entering MAC addresses is a cumbersome process, and 
whenever you send something from one of your devices, your transmission is unencrypted 
and includes that device’s MAC address. Hackers who might be monitoring Wi-Fi networks 
in your neighborhood can easily copy the MAC address and get into your network. There 
are also other ways they can “spoof” MAC addresses and break in to your network.

2. WEP: This stands for Wired Equivalent Privacy and, as the name suggests, was designed 
to give wireless networks protection that’s equivalent to wired networks. This is the oldest 
security option and it requires every device to provide a password before it will allow them 
to connect. Unfortunately, hackers have found too many ways to get past this option.

3. WPA2: Wi-Fi Protected Access 2 (WPA2) also requires every device to provide a password 
in order to connect. It uses strong encryption to protect your data and is currently the best 
way to secure your Wi-Fi network. This is the most recommended option, and you should 
choose a strong password that cannot be easily guessed by other people. (There was a 
version 1, simply known as WPA. WPA2 is an improvement.)

 Please note: These options can only prevent unauthorized access to your Wi-Fi network. You still need 
anti-virus protection to protect the apps and information on your computers, tablets and mobile devices. 
Every time you go online, use social media, browse a website or open an email, you could be vulnerable 
to viruses, worms, trojans, malware and other attacks. Ask an expert at your favorite computer store to 
recommend a good anti-virus application.
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Communications Act Section 255

The Federal Communications Commission (FCC) has rules requiring 
telecommunications service providers like Spencer Municipal Utilities 

to make its services and products accessible to people with disabilities, if 
such access is readily achievable. These rules implement Section 255 of the 
Federal Communications Act. Section 255 requires telecommunications 
service providers to make their services and specialized customer premises 
equipment that are commonly used by people with disabilities, if such 
compatibility is readily achievable. Please contact us at 580-5800 for further 
information or to discuss your accessibility needs and the options we may 
have to assist you in using our services.

Home Improvement 
Projects Outside
Many have plans during the summer months 

to install new siding or upgrades to the 
outside of a home or business near SMU’s 
equipment. Be sure to contact SMU at 712-580-
5800 to schedule to have the equipment removed 
and reinstalled according to the project timeline. 
There is no cost for SMU to temporarily move 
equipment for a project-however it is important to 
plan ahead!

Mow Safely Near Utility 
Cabinets and Hydrants
With summer and the mowing season in full swing, 

it is important to be safe when mowing near utility 
cabinets and hydrants.

• Use caution when mowing or trimming around SMU 
cabinets and hydrants in the right-of-way

• Residents are responsible for any repair costs for 
damages caused to utility equipment

SMU appreciates customers mowing right around them 
so there isn’t tall grass in the way if they need to be 
accessed during an emergency. Let’s have a safe summer 
while maintaining reliable utility services!

Streetlight Outages
It is easy to let SMU know if there is a streetlight out by 

visiting www.smunet.net. Simply fill out the online form 
located on the bottom of our homepage to let us know. 
The information needed to fill out the form is:

• Contact information in case we have questions

• The street address of the light location

• If the light is completely out or not

• If the light is blinking or not

Additional comments to tell us what you have been 
noticing with the streetlight in your neighborhood.


